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Ethernet Motivation

A Requirement: Communications link in embedded
system

I Pointto-point communication; interconnection with
multiple other embedded/norembedded devices

I Robust
I Common
i d{ AYLIX S¢
A Our solutions:
I UDP over Ethernet
I TCP/IP over Ethernet
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A Goal: Develop thicroblazeK  NRg | NB LJ | 0 F2 NI X
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A Demonstration:
i CAYSNI AYVOSNNYzLIG G m & NFYGSsE GNRIIS
A Maintain atime_from_startcount with 1 s resolution
A DO NOT PRINT IN THE INTERRUPT
I Every 10 seconds, an\r" should be printed. That is, when running
"normally”, the program should print ".......... " over 10 seconds, and then go to
a new line and continue the process.
I Read incoming Ethernet frames triggered by tfzame_receivednterrupt
(connected to Ethernet MAC) prlnt the destination MAC address
i hy I aaSyR RIFGl O2YYIl YR NbtbiedSR 2
should send a counting pattern of data formatted as UDP broadcast packets.
A Send at least 1 MB of data to calculate bandwidth
A Must accomplish at least 75 Mbps (include the Ethernet, IP, UDP header)



Lab 3: Raw Ethernet Output

m Capturing from Broadcom NetXtreme Gigabr

File Edit View Go (Capture Analyze Statistics Telephony Tools Help Disconnect COM Port Baud rate Data bits | [~Parity Stop bits | [“Handshaking
" , e - = o COM1 w| || € 600 ¢ 14400 ¢ 57600 || " 5 @ none || @ 4 & none
HYA EERXREE AT L Qaaf w » = s C0 C19200 & 115200 - || € o  RTS/CTS
AEED [z ] 2400 ¢ 28300 ¢ 128000 | . Ceven || (C 15 || XON/XOFF
Filter: v Expression.. Clear Apply bout. c & (" 4800 ¢ 38400 (" 256000  mark . " RTS/CTS+X0N/XOFF
Quit (" (@] 9600 ¢ 56000 ¢ custom || ©* 8 " space 2 " RTSonTX [ invert
No. Time Source Destination Protocol Info -
Settings
Sattonk [ AutoDis/Connect [~ Time [ Stream log customBR R Clear ASCiltable | Seripting | EcTs
[~ AutoStart Seript |~ CR=LF [~ Stayon Top ‘SSUU 27 3 Graph Remote [EIDsk
Receive
e . " HEX |~ Dec [~ Bin
[_CLEAR | _ResetCounter | (13 3| Counter= 3847 & S0l [ Hex StartLog | _REQ_RES |
-- Entering main{) of Lab 3, version 2 --
TimerHandle Successfully initialized.
TimerHandle passed self-test.
XIN_SVC_ALL_ISRS_OPTION set.
configure() PASSED
Some notes:
* This bitfile transmits from the IP address 10.1.1.2.
* To perform a speed test, send an 'S'.
* Zach buffer sent has a data length of 1024 bytes,
for a total length of 1024 + 42 = 1066 bytes. -
The buffers are sent 1024 times. To calculate
data rate, use Wireshark to determine the total time
of transmission t, and then Mbps = (1024%1066%8)/t.
< 1 »

At 13 s, RECV HANDLER, incrementing rcvBuffer...

Administrator: C:\Windows'

tem32\cmd.exe - ping 10.1.1.100 lﬂ‘—i—hj At 13 s, RECV HANDLER, now read buffer...

Reply from 18.1.1.1 Destination host unreachable. i raano. 26 bytas racalvad.

[Reply from 16.1.1.1 Destination host unreachable. frametype is ARP.

from IP address: 010.001.001.012.
to IP address: 010.001.001.100.

IPing statistics for 10.1.1.108:
Packets: Sent = 4. Received = 8 <8z loss).

C:\Users\haberjul>ping 10.1.1.1080

Pinging 18.1.1.180 with 32 bytes of data: Transmit e —
[Reply from 160.1.1.1 Destination host unreachable. CLEAR Send File 0 a [~ CR=CR+LF 0K [IDTR [ERTS
Reply from 10.1.1. Destination host unreachable. ~
Reply from 18.1.1.12: Destination host unreachable. e
fffferly from 18.1.1.12: Destination host unreachable. L SetMacios | M1 [ M2 | M3 | M4 | M5 [ ME | M7 [ M8 [ M3 [ MIO[ MI1] M12]
IPing statistics for 10.1.1.108:
ackets: Sent = 4, Received = 4, Lost = @ (Bx loss). [s I +CR e
IC:\Us \haberjuwldping 16.1.1.160 N
[Pinging 10.1.1.1008 with 32 bytes of data: =
B
©)| Broadcd r Connected Rx: 115003 Tz 0

Z E e otunng rom ... | 1>~ Wi N- 1 BE®mY

1) Only required to print the source MAC address
2) Transmit 1 MB of data to estimate bandwidth.




TCP/IP,

Ethernet, 100BABK
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http://en.wikipedia.org/wiki/Application_Layer
http://en.wikipedia.org/wiki/Presentation_Layer
http://en.wikipedia.org/wiki/Session_Layer
http://en.wikipedia.org/wiki/Transport_Layer
http://en.wikipedia.org/wiki/Network_Layer
http://en.wikipedia.org/wiki/Data_Link_Layer
http://en.wikipedia.org/wiki/Physical_Layer
http://en.wikipedia.org/wiki/OSI_model

PHY, Ethernet Frame

PHY performs the losevel signal creation and physical transmission.

The 100Basd@ X transmit function performs
Clock _l__l__l_ | | | | | | | | | | | | paralletto-serial conversion, 4B/5B coding,
- scrambling, NR#&-NRZI conversion, and MLT3
encoding and transmission.

Data — —l— The 100Basé@ X receiver function performs
l1 01 0 0 1 1 1 O 0 1 adaptive equalization, DC restoration, MLT3
MLT-3 1 | | to_NRZI conversion, data and clock recovery,
L NRZito-NRZ conversion, égcrambling, 4B/5B

decoding, and serigb-parallel conversion.

MAC transmits frame from higher level to P&iYo formatting of frames other than CRC.

B0 00 20 VA 3F 3E 80 00 20 20 3A AE og 00 IF, ARP, etc. 00 20 20 3A
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 hytes) (46 - 1500 hytes) (4 hytes)

Ethernet Twe Il Frame
(64 10 1518 hytes)

http://en.wikipedia.org/wiki/Ethernet#Ethernet frame types and the EtherType field
http://en.wikipedia.org/wiki/MLT3



http://en.wikipedia.org/wiki/Ethernet
http://en.wikipedia.org/wiki/MLT-3
http://en.wikipedia.org/wiki/MLT-3
http://en.wikipedia.org/wiki/MLT-3

UDPvsTCP

A TCP IS a bidirectional connectionented protocol, requires handshaking

Reliable¢ TCP manages message acknowledgment, retransmission and timeout.
Orderedc if two messages are sent over a connection in sequence, the first message
will reach the receiving application first.

Heavyweight¢¢ / t NBIjdzA NB& GKNBS LI O1Sda G2 &asi
Streamingg Data is read as a byte stream, no distinguishing indications are transmitted
to signal message (segment) boundaries.

A UDP is a messadmsed connectionless protocol, 1 dir, no handshaking

Unreliable¢ When a message is sent, it cannot be known if it will reach its destination
Not ordered ¢ Order in which they arrive cannot be predicted.
Lightweight¢ Just send!

Datagramsg Packets are sent individually and are checked for integrity only if they
arrive. A read operation at the receiver socket will yield an entire message as it was
originally sent.



Our System

Physical Interface (PHYMicrel KS8041NL.:
T 10Basel/100Baserl X transceiver with MII/RMII interfaces.

Ethernet MAQ; ethernetlite soft core IP:

i IP interface to PHY, provides interface to software to read/write data over Mll to PHY.
i Provides clocking to PHY, interrupts back to processor.

Ethernet MAC Driver emaclite

i The driver foixps_ethernetlite provides functions to read/write data, reads available buffers for
read/write.

i Interrupt handler to handle MAC interrupt, calls a send or receive handler as appropriate
Timerg xps_timer

i Required to drive the protocol timing of TCP/IP (and we will use for system timing)
Raw UDP:

i Manually create UDP packetseally, really fast

TCP/IP StackLWIP (available for final project):

T Open source implementation of IP, TCP, ARP, UDP, etc. Not fast.
T Xilinx wrappers to usemacliteand xps_ethernetlite



NuHorizondDSP Board Hardware

FPGA 10/100 Ethernet PHY
~ E TXD«2:0»
Soo Table el TXIN30)
(") S IXEN -l TX I'N
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Source: Creating an Ethernet Subsystem Wtbrel Ethernet PHY and Xilinx Spard&fa DSP FPGAs: A Step by Step Guide (AN063.pdf)



Micrel/Xilinx Interface

A 25 MHz:
I Xilinx provides the clock for tidicrel PHY
A Media Independent Interface (MII):

T Interface over which Ethernet data is sent between the PHY and the
MAC

A MIl Management interface (MIIM):

I Allows an external device to configure and monitor the PHY

i Wewillnotusethig2 dzNJ t | ., Q&4 RSTFIl dz G& | NB
A Pins on board set speed to 1:@8seTX
A Specific timing requirements:

I xps_ethernetlitehas a TX and RX clock interface with the PHY

I These do not require a global clock buffer, but do require specific
timing constraints

I See design constraints in xps_ethernetlite.pdf for recommendations



MicroblazeArch. Required For LWIP

FPGA
EMAC Interrupt
CPU: IRQ
MicroBlaze or |*+——— Xps_intc
PowerPC Timer Interrupt

[ PLBv46

MPMC Xps_timer xps_ethernetlite <m> PHY
(MPMC not part of this lab!

Figure 1: System Architecture using xps_ethernetlite Core



Xps_ethernetlite(IP),emaclite(driver)

:--l— Procaessor Clock Demain

| A
Ethernet Lite MAC IP L ]

PLBv46 Slave Single

ppppp

Ir"'— X Clock Domain  RX Clock Domal

Agure 7: Ethernet Lite MAC Clogk Domain Diagram

) )

These additional clock domains require
setting timing constraintg these are
provided in thexps_ethernetlite
documentation.

Processor Bus Interface ' PLE Interfaci
; o

g

A Configuration:
I Very little to configure in IP
I Default is full duplex
I Doublebuffering available

A Interrupt;

I Provides an interrupt for
both receive and transmit
event

I emacliteprovides interrupt
handler to read registers
and determine source for
Interrupt

Source: DS58EthernetliteProduct Specificatior



emacliteDriver

A From the driver API:

I "The driver handles transmission and reception of Ethernet
frames, as well as configuration of the controller.

I It does not handle protocol stack functionality such as Logical
[ AY] /2YUNRE O[[/ 0 2N G4KS I RI

A The protocol stack that makes use of the driver handles this
functionality.

A This implies that the driver is simply a pdlssough mechanism
between a protocol stack and the EMA(E:.
I Since the driver Is a simple passough mechanism between a
protocol stack and the EMAQte, no assembly or disassembly
of Ethernet frames is done at the driviEvel.

A This assumes that the protocol stack passes a correctly formatted
Ethernet frame to the driver for transmissigrand that the driver
does not validate the contents of an incoming frame.

Sourceemaclitedriver API



MAC Send Operation

A This all occurs with a simpéEmacLite_Send ( é yommand:
I Software writes data to MAC dupbrt TX memory
I Software sets MAC registers to configure transfer
i {2F0G6FNB asSdta GKS {GFdGdza oAl G2
i {SGOAY3T GKS {0 (dza 0 ALite MA@ trahsmiQ m Q
which will perform the following functions:

A Generate the preamble and start of frame fields

A Read the length and the specified amount of data out of the dual port
memory according to the length value adding padding if required

A Detect any collision and performing any jammibggckoff and retry if
necessary

A Calculates the CRC and appends it to the end of the data

A Clears the status bit at the completion of the transmission
i Clearing the status bit will cause a transmit complete interrupt, if enabled

A The hardware will than transmit the pong buffer if it is available, or begin
monitoring both ping and pong buffers until data is available

Source: DS58EthernetliteProduct Specification



UDP In Minimal Systems

A In small simple systems (like Lab 3), UDP can
be effectively used to stream data

I To makexmit fast, we will precompute/hard code
the packet headers:
AEthernet Header
AIP Header
AUDP Header

I UDP Checksum is optional (set to 0x00), so all the
needs to be changed when sending a new packet
IS the data itself



Sample Buffer Initialization

Il example, 796 bytes on wire = 14 Ethernet Header, 20 IP Header, 8 UDP
u8 udpheader [42] ={
Il Ethernet

Oxff, Oxff, Oxff, Oxff, Oxff, Oxff, // destination MAC

Ox5a, Ox5a, Oxde, Oxad, Oxbe, Oxef, // source MAC

0x08, 0x00, // ethertype thisis IP
/I 1P Header

0x45, 0x00,

0x03, Oxe, Il length =782 (796 - ethernet  header)

0x00, 0x00, /I 1D

0x40, 0x00,

Oxff, /I Time to Live

Ox11, I/l thisis a UDP packet

0xb8, 0x14, // IP Checksum --  found by letting wireshark  correct  me, (only on header)

192,168,0,34,255,255,255,255, // source, dest IP address
/I UDP Header

0x00, 0x00, // UDP Source Port (0 means not used)

0x63, 0x00, // UDP Dest Port (pick anumber that is NOT a recognized port)

0x2, Oxfa, /[ UDP Length (796 -20-14)

0x00, 0x00 // Checksum NOT used so set to zero (UDP spec)
3

Copy this to front oflatabuffer For each iteration, positions 485 were filled with data
and sent



Xps_timer(IP),tmrctr (driver)

A Configuration:

I 2 timers available within a
timer peripheral, both
clocked from PLB bus

e e i Can be configured to count
up and down
I Generate reload mode:

A Can be configured to reload
from load register on rollover

A Can be configured to simply
stop counting (one shot)

. I Other modes:
Figure 2: XPS Timer/Counter Detailed Block Diagram A Captu re, PWM
A Interrupt:

I Interrupt is created on
rollover

Source: DS573, XPS Timer/Counter Product Specification
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A Peripheral (or external source) drives an input to processor
A When this occurs, instead of executing next sequential instruction,
the processor jumps to a pr@efined interrupt vector

A Interrupt vector is a short section of code that jumps to an interrupt
handler

I May prepare for the interrupt by saving registers, etonay not to
save time

I Prior to enabling interrupts, the interrupt vectors and handlers need
to be configured properly

A Interrupt handler acknowledges the interrupt (often at multiple
locations) and performs minimal processing

I Prevent multiple interrupts from the same event

I Best practice: do only what is necessary forteéak requirements,
set flags so sequential code can handle-seftl time events (such as
doing something oncper-second, etc.)



Interrupts onMicroblaze

Only one interrupt port, options:
I Single interrupt, no interrupt controller
I Interrupt controller, multiple interrupts
CNREY wmM86 ALYUISNNHzZLID YIF Yyl 3ISYSyld NE
I Write interrupt handler routines or Interrupt Service Routines (ISRs) for
peripherals.
I Register the ISRs in the interrupt vector table.
A [Single interrupt; register theMicroblazeinterrupt handler]
I Enable the interrupts in the processor and interrupt controller.

I Set up the Microprocessor Hardware _Specification (MHS) and Microprocessor
{2F061 NB {LISOATFTAOLFIGAZ2Y o6a{{0 FTAfSa

A For detailed info, See Reference [1]: Appendix B of Embedded System

Tools Reference Manual, 10_1.pdf

~

A MHS and MSS can be set correctly using the XP&aly Qi y SSR

manually



XPS_IntC

Block diagram ofntc with o o
multiple interrupts. Setting interrupt priority in XPS

F’riDrity 1 Parioh | r@ Interrupt Connection Dialog @1
. interrupt o enphera ! Potential Interrupt Connection(s) Connected Interrupt(s) Priority
MicroBlaze or Priority 2 Generic_Ethemet 10 100 IP2INTC Irpt Low
PowerPC Processor irﬂerrupt Perioh |2 mdm_0:Interrupt xps_timer_0_Interrupt i
eriphera
Priority 3 [ =2 .
interrupt Peripheral 3
-
Interrupt Signal Interrupt @
Controller |
Priority 4 Peripheral 4
interrupt 2
LE11_13_peaane High
Figure B-1: Interrupt Controller and Peripherals (Example) o J[ concl |

SourceEmbedded System Tools Reference Manual



http://www.echelonembedded.com/soc/files/Embedded System Tools Reference Manual, 10_1.pdf

MHS Code Example

Interrupt Controller and Peripherals MHS Code Example

The section of MHS code corresponding to Figure B-1 would be:

[ —

parameter I

parameter C_H

bus_interface SPL

poert Irg = interrupt

port Intr = Pricrityvd_interrupt & Priorityi_interrupt &
Priority2_interrupt & Priorityl_interrupt

END

#% MicroBlaze example

BECIN microblaze

port INTERRUPT = interrupt

EICCA OSEXT INFUTIRD =

port EICCA05EXTINPUTIRD = interrupt

SourceEmbedded System Tools Reference Manual



http://www.echelonembedded.com/soc/files/Embedded System Tools Reference Manual, 10_1.pdf

Interrupt Levels, Acknowledgement

A Interrupt Levels:

I Peripherals may generate interrupts based on
A edge (either rising or falling)
A level (either high or low)

I Intc peripheral handles this, and XPS should automatically compute all
the level settings
A Priority:
I Highest versus all

A Acknowledgement:

I May need to acknowledge interrupt at both the interrupt controller
and the originating peripheral

I Intc can be configured to acknowledg#c interrupt

A Need to be careful about levels vs. edges, etif.edge,intc handler can
acknowledgentc interrupt, if level, peripheral handler must acknowledge
interrupt



Interrupt Configuration (withntc)

A Peripherals:
I Configure interrupt condition
I Enable interrupts

I Write interrupt handler for peripheral

A If peripheral has a interrupt handler that calls a user handler, register your
handler to the driver

A intc:

I Register peripheral handler withtc
A Yours or the driver, as appropriate
A Possible to connect in mss (yuck!)

I Enable each one (or enable all)

I Set configuration (havmmtc ack handle all interrupts)
A Microblaze

I registerintc handler withMicroblaze

I enable interrupts



Interrupt Hierarchy

my_receive _handler :
(o write) my_timer_handler

my_transmit_handler (you write)

(you write)

XEmaclLite InterruptHandler
(in emaclitedriver)

Xintc_DevicelnterruptHandler
(in intc driver)

First level interrupt handler
(in BSP)

Microblaze




Microblazelnterrupt Functions

MicroBlaze Processor Interrupt Handling Function Descriptions

vold microblaze enable interrupts(void)

Enable interrupts on the MicrocBlaze. When the MicroBlaze starts up, interrupts are disabled.
Interrupts must be explicitly turned on using this function.

void microblaze disable interrupts (void)

Disable interrupts on the MicroBlaze. This function can be called when entering a critical
section of code where a context switch is undesirable.

void microblaze_register_ _handler (XInterruptHandler
Handler, vold *DataPtr)

Register the interrupt handler for the MicroBlaze processor. This handler is invoked in turn, by
the first level interrupt handler that is present in the BSR

The first level interrupt handler saves and restores registers, as necessary for interrupt
handling, so that the function you register with this handler can be dedicated to the cther
aspects of interrupt handling, without the overhead of saving and restoring registers.



emaclitelnterrupt Handler Connection

A Write a handler function for receive (and send):
I void recv_handler (void* InstancePtr ) { é; return; }

A Register the receive handler with tleenaclitedriver:

I XEmacLite _SetRecvHandler (& EmacHandle , (void*)
&EmacHandle , (  XEmacLite Handler ) recv_handler );

A Register theemaclitehandler withintc driver:

I Status=  Xintc_Connect (& IntcHandle
XPAR_XPS INTC 0 XPS ETHERNETLITE_O_IP2INTC IRPT_INTR,
( XInterruptHandler ) EmacLite_InterruptHandler , (void

*) & EmacHandle ),

A Conneciintc
A Enable interrupts aémag atintc, andMicroblaze



Interrupt Handler

A If necessary, clear the interrupt in the interrupting
peripheral
I Required in timer interrupt
I emacliteinterrupt handler should clear the interrupt

A If necessary, clear the interrupt fittc and the
peripheral
I For us, we can configuretc to ackthe interrupts within

the intc controller since bottethernetlite and timer
peripherals create edg&iggered interrupts

A Execute quickly interrupt handlers should generally
be small functions that quickly perform |leatency
tasks



Useful Tools

A Ping
I At command prompt, type:
A ping 1tIP_ADDRESS
I -t means it will repeat forever
i Lt P! 55w9{{ RISARIY QY Kit ¥ KA IKS
Implemented, but it should be within the subnet
A Wireshark
I http://www.wireshark.org/
i Free packet analyzer
I Can run on same machine running ISE, XPS, and SDK
|
|

i wdzy AY OAGLINPYAAOdz2dza Y2RS¢ ogAff
- Shows time from arrival of first packet, so times should be roughly

synchronized betweelViresharkdisplay and time counter on lab
terminal output (can reset time on a packet also)


http://www.wireshark.org/

Useful Tools



