
Raw Ethernet, Interrupts



Motivation

ÅRequirement: Communications link in 
embedded system
ïPoint-to-point communication; interconnection 

with multiple other embedded/non-embedded 
devices

ïRobust

ïCommon

ïά{ƛƳǇƭŜέ

ÅOur solution: TCP/IP over Ethernet



Lab 3: Raw Ethernet

ÅGoal: Develop the Microblaze hardware platform to run the 
Light-Weight Internet Protocol (LWIP) TCP/IP stack.

ÅDemonstration:
ï¢ƛƳŜǊ ƛƴǘŜǊǊǳǇǘ ŀǘ м ǎ ǊŀǘŜΣ ǘǊƛƎƎŜǊ ŎƻŘŜ ǘƻ ǇǊƛƴǘ ŀ άΦέ ŀǘ ŜŀŎƘ 

interrupt
ïSend raw Ethernet frames every 10 seconds with timing set by a 

timer interrupt.
ïNote when the frame has been sent using code triggered by a 

frame_sent interrupt (connected to Ethernet MAC)
ïRead incoming Ethernet frames triggered by the frame_received

interrupt (connected to Ethernet MAC), print the destination IP 
address



Lab 3: Raw Ethernet Output



TCP/IP, Ethernet, 100BASE-TX

OSI Model

Data unit Layer Function

Host
layers

Data

7. Application Network process to ŀǇǇƭƛŎŀǘƛƻƴ όC¢tΣ I¢¢tΣ Χύ

6. Presentation Data representation and encryption

5. Session Interhost communication

Segment 4. Transport End-to-end connections and reliability (TCP)

Media
layers

Packet 3. Network Path determination and logical addressing (IP)

Frame 2. Data Link Physical addressing (Ethernet)

Bit 1. Physical
Media, signal and binary transmission (10BASE-
T, 100BASE-TX)

Source: http://en.wikipedia.org/wiki/OSI_model

http://en.wikipedia.org/wiki/Application_Layer
http://en.wikipedia.org/wiki/Presentation_Layer
http://en.wikipedia.org/wiki/Session_Layer
http://en.wikipedia.org/wiki/Transport_Layer
http://en.wikipedia.org/wiki/Network_Layer
http://en.wikipedia.org/wiki/Data_Link_Layer
http://en.wikipedia.org/wiki/Physical_Layer
http://en.wikipedia.org/wiki/OSI_model


PHY, Ethernet Frame

http://en.wikipedia.org/wiki/Ethernet#Ethernet_frame_types_and_the_EtherType_field
http://en.wikipedia.org/wiki/MLT-3

The 100Base-TX transmit function performs 
parallel-to-serial conversion, 4B/5B coding, 
scrambling, NRZ-to-NRZI conversion, and MLT3 
encoding and transmission.

The 100Base-TX receiver function performs 
adaptive equalization, DC restoration, MLT3-
to_NRZI conversion, data and clock recovery, 
NRZI-toNRZ conversion, de-scrambling, 4B/5B 
decoding, and serial-to-parallel conversion.

MAC transmits frame from higher level to PHY ςno formatting of frames other than CRC.

PHY performs the low-level signal creation and physical transmission.

http://en.wikipedia.org/wiki/Ethernet
http://en.wikipedia.org/wiki/MLT-3
http://en.wikipedia.org/wiki/MLT-3
http://en.wikipedia.org/wiki/MLT-3


Our System

Å Physical Interface (PHY) ςMicrel KS8041NL:
ï 10Base-T/100Base-TX transceiver with MII/RMII interfaces.

Å Ethernet MAC ςethernetlite soft core IP:
ï IP interface to PHY, provides interface to software to read/write data over MII to PHY.

ï Provides clocking to PHY, interrupts back to processor.

Å Ethernet MAC Driver ςemaclite:
ï The driver for xps_ethernetlite, provides functions to read/write data, reads available 

buffers for read/write.

ï Interrupt handler to handle MAC interrupt, calls a send or receive handler as 
appropriate

Å Timer ςxps_timer:
ï Required to drive the protocol timing of TCP/IP

Å TCP/IP Stack ςLWIP (next lab): 
ï Open source implementation of IP and TCP

ï Xilinx wrappers to use emacliteand xps_ethernetlite



NuHorizons DSP Board Hardware

Source: Creating an Ethernet Subsystem with Micrel Ethernet PHY and Xilinx Spartan-3A DSP FPGAs: A Step by Step Guide (AN063.pdf )

25 MHz

MIIM not
connected



Micrel/Xilinx Interface

Å 25 MHz:
ïXilinx provides the clock for the Micrel PHY

ÅMedia Independent Interface (MII):
ï Interface over which Ethernet data is sent between the PHY and the 

MAC

ÅMII Management Interface (MIIM):
ïAllows an external device to configure and monitor the PHY
ïWe will not use this ςƻǳǊ tI¸Ωǎ ŘŜŦŀǳƭǘǎ ŀǊŜ ŦƛƴŜ

Å Pins on board set speed to 100-BaseTX
Å Specific timing requirements:
ïxps_ethernetlite has a TX and RX clock interface with the PHY
ïThese do not require a global clock buffer, but do require specific 

timing constraints
ïSee Figure 13 of xps_ethernetlite.pdf for recommended constraints



Microblaze Arch. Required For LWIP

MII PHY

FPGA



xps_ethernetlite (IP), emaclite (driver)

ÅConfiguration:
ïVery little to configure in IP

ïDefault is full duplex

ïDouble-buffering available

ÅInterrupt:
ïProvides an interrupt for 

both receive and transmit 
event

ïemaclite provides interrupt 
handler to read registers 
and determine source for 
interruptThese additional clock domains require 

setting timing constraints ςthese are 
provided in the xps_ethernetlite
documentation.

Source: DS580, Ethernetlite Product Specification



emaclite Driver

ÅFrom the driver API:
ï"The driver handles transmission and reception of Ethernet 

frames, as well as configuration of the controller.
ïIt does not handle protocol stack functionality such as Logical 

Link Control (LLC) or the Address Resolution Protocol (ARP).
ÅThe protocol stack that makes use of the driver handles this 

functionality.
ÅThis implies that the driver is simply a pass-through mechanism 

between a protocol stack and the EMAC Lite.

ïSince the driver is a simple pass-through mechanism between a 
protocol stack and the EMAC Lite, no assembly or disassembly 
of Ethernet frames is done at the driver-level.
ÅThis assumes that the protocol stack passes a correctly formatted 

Ethernet frame to the driver for transmission, and that the driver does 
not validate the contents of an incoming frame. 

Source: emaclite driver API



MAC Send Operation

Å This all occurs with a simple XEmacLite_Send (é)command:
ïSoftware writes data to MAC dual-port TX memory
ïSoftware sets MAC registers to configure transfer
ï{ƻŦǘǿŀǊŜ ǎŜǘǎ ǘƘŜ {ǘŀǘǳǎ ōƛǘ ǘƻ ŀ ΨмΩ
ï{ŜǘǘƛƴƎ ǘƘŜ {ǘŀǘǳǎ ōƛǘ ǘƻ ŀ ΩмΩ ƛƴƛǘƛŀǘŜǎ ǘƘŜ 9ǘƘŜǊƴŜǘ Lite MAC transmit 

which will perform the following functions:
ÅGenerate the preamble and start of frame fields
ÅRead the length and the specified amount of data out of the dual port 

memory according to the length value adding padding if required
ÅDetect any collision and performing any jamming, backoff, and retry if 

necessary
ÅCalculates the CRC and appends it to the end of the data
ÅClears the status bit at the completion of the transmission

ï Clearing the status bit will cause a transmit complete interrupt, if enabled

ÅThe hardware will than transmit the pong buffer if it is available, or begin 
monitoring both ping and pong buffers until data is available

Source: DS580, Ethernetlite Product Specification



xps_timer (IP), tmrctr (driver)

ÅConfiguration:
ï2 timers available within a 

timer peripheral, both 
clocked from PLB bus

ïCan be configured to count 
up and down

ïGenerate reload mode:
ÅCan be configured to reload 

from load register on rollover
ÅCan be configured to simply 

stop counting (one shot)

ïOther modes:
ÅCapture, PWM

Å Interrupt:
ï Interrupt is created on 

rollover

Source: DS573, XPS Timer/Counter Product Specification



ά{ǘŀƴŘŀǊŘέ LƴǘŜǊǊǳǇǘ

Å Peripheral (or external source) drives an input to processor
ÅWhen this occurs, instead of executing next sequential instruction, 

the processor jumps to a pre-defined interrupt vector
Å Interrupt vector is a short section of code that jumps to an interrupt 

handler
ïMay prepare for the interrupt by saving registers, etc. ςmay not to 

save time
ïPrior to enabling interrupts, the interrupt vectors and handlers need 

to be configured properly

Å Interrupt handler acknowledges the interrupt (often at multiple 
locations) and performs minimal processing
ïPrevent multiple interrupts from the same event
ïBest practice: do only what is necessary for real-time requirements, 

set flags so sequential code can handle soft-real time events (such as 
doing something once-per-second, etc.)



Interrupts on Microblaze

Å Only one interrupt port ςoptions:
ï Single interrupt, no interrupt controller
ï Interrupt controller, multiple interrupts

Å CǊƻƳ ώмϐ άLƴǘŜǊǊǳǇǘ ƳŀƴŀƎŜƳŜƴǘ ǊŜǉǳƛǊŜǎ ȅƻǳ ǘƻΥ
ïWrite interrupt handler routines or Interrupt Service Routines (ISRs) for 

peripherals.
ï Register the ISRs in the interrupt vector table.

Å [Single interrupt ςregister the Microblaze interrupt handler]

ï Enable the interrupts in the processor and interrupt controller.
ï Set up the Microprocessor Hardware Specification (MHS) and Microprocessor 
{ƻŦǘǿŀǊŜ {ǇŜŎƛŦƛŎŀǘƛƻƴ όa{{ύ ŦƛƭŜǎ ŀǇǇǊƻǇǊƛŀǘŜƭȅΦέ

Å For detailed info, See Reference [1]: Appendix B of Embedded System 
Tools Reference Manual, 10_1.pdf

Å MHS and MSS can be set correctly using the XPS tool ςŘƻƴΩǘ ƴŜŜŘ ǘƻ ŜŘƛǘ 
manually



xps_intc

Block diagram of intc with 
multiple interrupts. Setting interrupt priority in XPS

Source: Embedded System Tools Reference Manual

http://www.echelonembedded.com/soc/files/Embedded System Tools Reference Manual, 10_1.pdf


MHS Code Example

Source: Embedded System Tools Reference Manual

http://www.echelonembedded.com/soc/files/Embedded System Tools Reference Manual, 10_1.pdf


Interrupt Levels, Acknowledgement

Å Interrupt Levels:
ïPeripherals may generate interrupts based on

Åedge (either rising or falling)
Ålevel (either high or low)

ï intc peripheral handles this, and xps should automatically compute all 
the level settings

Å Priority
ïHighest versus all

Å Acknowledgement
ïMay need to acknowledge interrupt at both the interrupt controller 

and the originating peripheral
ï intc can be configured to acknowledge interrupt

ÅNeed to be careful about levels vs. edges, etc. -- if edge, intc handler can 
acknowledge intc interrupt, if level, peripheral handler must acknowledge 
interrupt



Interrupt Configuration (with intc)

Å Peripherals:
ïConfigure interrupt condition
ïEnable interrupts
ïWrite interrupt handler for peripheral

ÅIf peripheral has a interrupt handler that calls a user handler, register your 
handler to the driver

Å intc:
ïRegister peripheral handler with intc

ÅYours or the driver, as appropriate
ÅPossible to connect in mss (yuck!)

ïEnable each one (or enable all)
ïSet configuration (have intc ack, handle all interrupts)

ÅMicroblaze:
ï register intc handler with Microblaze
ïenable interrupts



Interrupt Hierarchy

Xintc_DeviceInterruptHandler
(in intc driver)

XEmacLite_InterruptHandler
(in emaclite driver)

my_timer_handler
(you write)

my_receive_handler
(you write)

my_transmit_handler
(you write)

First level interrupt handler
(in BSP)

Microblaze



Microblaze Interrupt Functions



emaclite Interrupt Handler Connection

Å Write a handler function for receive (and send):
ï void recv_handler (void* InstancePtr ) {é; return;}

Å Register the receive handler with the emaclite driver:

ï XEmacLite_SetRecvHandler (& EmacHandle , (void*) 
&EmacHandle , ( XEmacLite_Handler ) recv_handler );

Å Register the emaclite handler with intc driver:

ï Status = XIntc_Connect (& IntcHandle , 
XPAR_XPS_INTC_0_XPS_ETHERNETLITE_0_IP2INTC_IRPT_INTR, 
( XInterruptHandler ) EmacLite_InterruptHandler , (void 
*) & EmacHandle );

Å Connect intc
Å Enable interrupts at emac, at intc, and Microblaze



Interrupt Handler

ÅIf necessary, clear the interrupt in the interrupting 
peripheral
ïRequired in timer interrupt
ïemaclite interrupt handler should clear the interrupt

ÅIf necessary, clear the interrupt at intc and the 
peripheral
ïFor us, we can configure intc to ack the interrupts within 

the intc controller since both ethernetlite and timer 
peripherals create edge-triggered interrupts

ÅExecute quickly ςinterrupt handlers should generally 
be small functions that quickly perform low-latency 
tasks



Useful Tools

Å Ping
ïAt command prompt, type:

Åping ït IP_ADDRESS

ï -t means it will repeat forever
ïLtψ!55w9{{ ŘƻŜǎƴΩǘ ƳŀǘǘŜǊ ςǿŜ ŘƻƴΩǘ ƘŀǾŜ ƘƛƎƘŜǊ ƭŜǾŜƭ ǇǊƻǘƻŎƻƭ 

implemented, but it should be within the subnet

ÅWireshark
ïhttp://www.wireshark.org/
ïFree packet analyzer
ïCan run on same machine running ISE, XPS, and SDK
ïwǳƴ ƛƴ άǇǊƻƳƛǎŎǳƻǳǎ ƳƻŘŜέ ǿƛƭƭ ǎƘƻǿ ŀƭƭ ƴŜǘǿƻǊƪ ǘǊŀŦŦƛŎ
ïShows time from arrival of first packet, so times should be roughly 

synchronized between Wireshark display and time counter on lab 
terminal output

http://www.wireshark.org/


Useful Tools



Debugging Suggestions

ÅTest that timer is counting and reloading before 
connecting interrupt
ÅOnce intc is working with timer interrupt, add Ethernet
ÅConnecting 25 MHz to PHY from FPGA, and configuring 
ŀƭƭ Ǉƛƴǎ ǎƘƻǳƭŘ ŀƭƭƻǿ ǘƘŜ ά!ŎǘƛǾƛǘȅέ ƭƛƎƘǘ ǘƻ ōƭƛƴƪ ǿƘŜƴ 
pinging
ÅTest that an Ethernet frame can be sent and received 

before connecting interrupt

ÅMay want to connect and interrupt directly to the 
Microblaze before using the intc



Memory Rendering (1)



Memory Rendering (2)



Other Notes

ÅDefault PHY device address is fine
Åtƛƴǎ ƻƴ ōƻŀǊŘ ŘƻƴΩǘ ƴŜŜŘ ǘƻ ōŜ ŎƘŀƴƎŜŘ ς100 BaseTX

is appropriate for this lab
ÅMIIM interface can be tri-stated
Åa!/ ŀŘŘǊŜǎǎ ŘƻŜǎƴΩǘ ƳŀǘǘŜǊ ŦƻǊ ōǊƻŀŘŎŀǎǘ ƳŜǎǎŀƎŜǎ 

(like the ARP packets ping sends), but if you are trying 
to send other packets, the MAC would need to match 
what you assign to the PHY
Å5ƻƴΩǘ ŀŘŘ 9ǘƘŜǊƴŜǘ ŦǊƻƳ ǘƘŜ .{. ςsome issues seeing 

peripheral registers
ÅYou should send a ping to an address on your subnet


